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????????????? SSL (Secure Socket Layer) ???????????????





































?????????????????????? (Side-channel Attack Standard Evaluation



































































?????????????????????? (i) ????????? (ii) ?????





???KD????????P ??????????????????? (2.1) ? (2.2) ?
??????????
C = E(P,KE) (2.1)

















































































????E?N ?????D??????????????????????? (2.3) ?
(2.4) ??????
C = ME mod N (2.3)
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? 2? ????????????????
a00 a01 a02 a03
a10 a11 a11 a13
a20 a22 a23
a30 a31 a32 a33
S-box
b00 b01 b02 b03
b10 b11 b11 b13
b20 b22 b23
b30 b31 b32 b33
8 8
a00 a01 a02 a03
a10 a11 a11 a13
a20 a21 a22 a23






























a00 a01 a02 a03
a10 a11 a11 a13
a20 a22 a23
a30 a31 a32 a33
a21
k00 k01 k02 k03
k10 k11 k11 k13
k20 k22 k23
k30 k31 k32 k33
k21
b00 b01 b02 b03
b10 b11 b11 b13
b20 b22 b23











































M = CD mod N (2.4)
?????N????D?????????????? 1,024????????????




(CRT: Chinese Remainder Theorem) ???????????????????????
????????????
??????????C = ME mod N (N = pq) ????????????????
????????
p−1q = p
−1 mod q (2.5)
Ep = E mod (p− 1) (2.6)
Eq = E mod (q − 1) (2.7)
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2.2 ?????????????
???M ? p? q??????Mp?Mq????
Mp = M mod p (2.8)





p mod p (2.10)
Cq = M
Eq
q mod q (2.11)
??????????????????C????
C = ((Cp − Cq)p−1q mod q)p + Cp (2.12)
p? q??????N ?????????????????????? (1/2)3 = 1/8??
??????Cp?Cq???? 2 ??????CRT?????????????????




















CPU?Digital Signal Processor (DSP) ??????????????????????
????????????????????????????????????????











































































? 2.2???? [7]????????????????? 2.2???????????
????????????????????????????????????????
?????????? (??)??????????????? (Invasive attack) ????



































??????????????????? (i) ??????? [9]? (ii) ??????














(i) ??????? ? × ?
(ii) ?????????? ? × ?
(iii) ???? × × ?
(iv) ????? × × ?
(v) ????? ? ? ?





??? (i) – (iv) ??LSI???????????????????????????














??????????????? (i) ?????????????(ii) ???????




????????????? [15] ???????????????????? 1????
???????????????????????????????????(ii) ???
??????????????????????????????????? [16]???


































































??Tprop = tc + ts??????????tc ?????????????????????
??ts ????????????????????????????????? Tclock ?
























t : Glitch width Tw













































????????????????????? Δ? 0.035 ns ?? [19]???????

































G???????? FPGA (Virtex-II Pro) ???DLL???????????????





? 3.6(a) ???????????????????????? CLK ?????????
??? CLK’ ???????DLL???? CLK’ ??????????????????
?????????????????????????? 2 ?????????????
????? RE ?????????????????????? RE ?????????
???????
? 3.7 ???????????????????? DLL ?????????????
??????????????? DLL???????DLL???? ????????
(Timing generator: TG) ??????TG?????? RE ??? ?????? S ??

















































??????? Tw ????? DLL 1??????
??????????????????DLL?????? fin??????SASEBO-G
???????? FPGA (Virtex-II Pro)???DLL?????????????????
??? 1/256??????? 1???? (? 30 ps)??????????????????
?????????????? 1/256 ? 30 ps ???????? fin > 130 MHz ????









0 1 2 3 4 5 0





SASEBO–G ???? FPGA (Xilinx??XC2VP30) ????????????????
? (Tektronix??DPO7254) ????????
? 3.9 ? SASEBO–G ????????????????????????????
??????????????? SASEBO????? FPGA (XC2VP30) ???????
?????????????????????FPGA (XC2VP7) ??????????






???????? (???) ??????????? 10???????????????
??????
? 3.10 ??Ts? 4.12 ns ?????Tw??????????????????????




















































????? 3.10 ????????????????????????????? 3.10 ?
???????Tw????? 0.026 ns ???????????????????????
???? Δ < 0.035 ns ?????????????????????????????
????????????????? FPGA????????????????????
????????? 0.020 – 0.040 ns ?????????????????
? 3.10 ???Tw ??????????????????????????SASEBO
????????????????????????????????????????
????????????????????????????????????????
? 500 MHz ??????????????500 MHz ?????????????????
???????SASEBO??? 500 MHz ??????????????
3.5.2 ????????????
???????????????????????????????????????
??????????? θw ????????????Tw ??????????????
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3.6 ??????? FPGA????????













? 3.11 Ts = 4.12 ns ???????? σ ???
? σ ?????
? 3.11??θw ?????????Tw ????? σ ???????σ ??? 0.050 ns




3.12?????????????????????????????? a = (a31a30...a1a0)2?
b = (b31b30...b1b0)2????????????? c = (c30c29...c1c0)2?D?????????




?????????????????? a = (FFFFFFFF )16?b = (00000000)16???
?????????????????????0??????????? a = (FFFFFFFF )16?





































































??????????????????? Ts = 2.5 ns ??????????? Tw ? 2.3





















?????????????????RSA?????? Safe error ??????????
?????????????????????????????????????????









Y = XE mod N (4.1)
????????????????????????????????????????
????????????????????? 4.1?????????????????
???? 1?????????????????????????? E ?? (4.2)???
???









Input: X, N , E = (ek−1, ..., e1, e0)2
Output: XE mod N
1 : R := 1;
2 : for i = k − 1 downto 0 do
3 : R := R · R mod N ; — squaring
4 : if ei = 1 then — multiplication
5 : R := R ·X mod N ; — multiplication
6 : end if
7 : end for
8 : return R
????????R????????????????????????? (i = k−1)






?????????????FPGA????????????? (Simple Power Analysis:
SPA)??????? 4.1 ????S?????M??????????????????
?????????RSA??????? [21] ? SASEBO–G ???? FPGA (XC2VP7)







???????????????? ei = 0?????????????????????




4.3 RSA?????? Safe error ??




Input: X, N , E = (ek−1, ..., e1, e0)2
Output: XE mod N
1 : R := 1;
2 : for i = k − 1 downto 0 do
3 : R0 := R ·R mod N ; — squaring
4 : R1 := R0 ·X mod N ; — multiplication
5 : R := Rei
6 : end for
7 : return R
4.3 RSA?????? Safe error ??













Experimental FPGA board (SASEBO)
FPGA(cryptography) Virtex-II Pro XC2VP7
FPGA(glitchy-clock generator) Virtex-II Pro XC2VP30
Experimental setting
Digital oscilloscope Tektronix DPO7254
Sampling frequency 1 G samples/s
Probe Coaxial cable (50-Ohm)
Stabilized power supply 3.3 V
Clock frequency 24 MHz
Measuring point Resistor (1 Ohm)








??? Square-and-multiply always ???????????????? 512??????
?????32????????????????????32?????????????
???????????????????????????? 578???????????
?????????????? Tw?????????????????? Tw ?????
??????????? Ts ? 4.2 ns ?????Tw? 6.0 ns – 13.5 ns ?????????
RSA?????????????????????????? 100??????????
???????????? 100???????????????????6.5 ≤ Tw ≤ 12.6
[ns] ??????? 100%????Tw? 6.5 ns ???????2???????????
?????????????????????????????Tw? 12.6 ns ?????
????????????????????????????????????????











(a) SASEBO–G (b) ????
? 4.2 ????













(a) (b) (c) (d)
? 4.3 RSA????????????
? 4.1 ??????? 4.2 ?????????????SASEBO–G?????????






















S M S M S DM S M S M












?? A.5 (a)?(b)??? (d)???????????????? 3??????????
?????? 0?????????????????? A.5 (a)?(b)??? (d)????
????????????????????????????????????????
??????????????????2????? 4????????? 1??????
????????????????? 4???????E = (1101)2??????????
????????????????? Safe error ?????????????????
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4.5 Safe error ??????
???
4.5 Safe error ??????
Safe error ??????????????????????????????????









????????Square-and-multiply always ????? Safe error ??????????
??????????????????????????????RSA????????

























????????Square-and-multiply always ????? Safe error ??????????
??????????????????????????????RSA????????
























?4?????????Square-and-multiply always?? Safe error?????????
????????Safe error ??????????????????Montgomery powering
ladder ? [17] ??? Square-multiply exponentiation ? [25] ?????????????
????????????????????????????????????????
??????????????????????? Safe error ?? ?????????
???
?????? A.1?Montgomery powering ladder????????????????
???????????????????????????????? (Rei = ReiRei mod
N)???? (Rei = R
2
ei
mod N)????????????? k ??????? (k ???
?) ?? j ???????????? E(j)L = (ek−1ek−2...ek−j)2 ???? X ??????
?R0?R1??j ?????????????R0 = XE
(j)




?????? A.2? Square-multiply exponentiation???????????????








Montgomery powering ladder ?
Input: X , N , E = (ek−1, ..., e1, e0)2
Output: XE mod N
1 : R0 := 1; R1 := X ;
2 : for i = k − 1 downto 0 do
3 : if ei = 1 then
4 : R0 := R0R1 mod N ; — multiplication
5 : R1 := R1R1 mod N ; — squaring
6 : else [ei = 0]
7 : R1 := R1R0 mod N ; — multiplication
8 : R0 := R0R0 mod N ; — squaring
9 : end if
10 : end for
11 : return R0
?????? A.2
Square-multiply exponentiation ?
Input: X , N , E = (ek−1, ..., e1, e0)2
Output: XE mod N
1 : R0 := 1; R1 := X ;
2 : for i = 0 upto k − 1 do
3 : if ei = 1 then
4 : R0 := R0R0 mod N ; — squaring
5 : R0 := R0R1 mod N ; — multiplication
6 : else [ei = 0]
7 : R1 := R1R1 mod N ; — squaring
8 : R1 := R1R0 mod N ; — multiplication
9 : end if
10 : end for
11 : return R0
??????? E(j)R = (ej−1...e1e0)2???????R0?R1??j ??????????
??? R0 = XE
(j)
R ?R1 = X{2
j−1−ER(j−1)} ???????????? R0 ???????
Square-multiply exponentiation ??????????????????????????









Compare these power traces.









Compare these power traces.
S M S M S M
1
(b) ?????????






?????????????????????? Safe error ?????????????





???????????????? 1 ??? Square-and-multiply always ???????




????????????? -1 ?????????????? -1 ?????????
1 ???? -1 ?????????????????????????????????
????????????????????????????????????????







A.3.2 Square-and-multiply always ?????
Square-and-multiply always ?????????????????????? X??
? N?k ?????????? E = (ek−1...e1e0)2 ????? 4???????? 2??
???j ?????????? EL(j) = (ek−1...ek−j+1ek−j)2 ????????? R0 ??
R0(j) ?? (A.1) ????????
R0(j) = X
EL(j) mod N (A.1)
????j ?????????????????????????????Rek−j(j) = Y





XEL(j) mod N (ek−j = 0)
Y (ek−j = 1)
(A.2)
? (A.2) ????????? ek−j = 0 ???????????????????????
????????????? ek−j = 1 ???????????? (Y ) ????????
??????????????????????? (A.2) ??????????????
?????????????




?????????????? Safe error ????????????????????
A.3.3 Montgomery powering ladder ?????
????? EL(j) = (ek−1...ek−j+1ek−j)2 ?????j ??????? R0, R1 ??
R0(j), R1(j) ??????? (A.3)? (A.4) ????????
R0(j) = X
EL(j) mod N (A.3)
R1(j) = X
EL(j)+1 mod N (A.4)

















Fault injection First faulty squaring
S M S M S M S
Y X 2Y
X X 2
X 2Y X 6Y
X 2 X 4 X 4 X 4
X 6Y X 6Y
X 10Y
X 12Y 2
















Fault injection First faulty squaring
0 0 1
t  2 t  2 t  4
S M S M S M
1 1 11
t  4 t  4
t  4
t  4
? A.3 Square-multiply exponentiation ??????
j ??????????????????Rek−j (j) = Y ?????j + 1 ??????
?????????? Rei+1(j + 1) (????i = k − j)???? (A.5) ????????
Rei(j + 1) =
⎧⎪⎪⎪⎨
⎪⎪⎩
{R0(j)}2 mod N (ei = ei+1 = 0)
Y mod N (ei = ei+1)
{R1(j)}2 mod N (ei = ei+1 = 1)
(A.5)
? (A.5)????????????????????????????????????
???????????????????????????? R1 ??????? (Y ) ?
??????????j + 2 ?????????????? (A.5) ???????????
???????j ????????????????????????????????
?????????????????????????????????????
? A.2??????Montgomery powering ladder ????????????????






A.3.4 Square-multiply exponentiation ?????
????? ER(j) = (ej−1...e1e0)2 ?????j ??????? R0, R1 ?? R0(j), R1(j)
?????? (A.6)? (A.7) ????????
R0(j) = X
ER(j) mod N (A.6)
R1(j) = X
{2j−1−ER(j−1)} mod N (A.7)
????j ???????????????????????????????????
???? Rej (j) = Y ????j + 1 ??????????????????Rej+1(j + 1)
?? (A.8)?????
Rej+1(j + 1) =
⎧⎪⎪⎪⎨
⎪⎪⎪⎩
Y mod N (ej = ej+1)
R0(j) mod N (ej = 0, ej+1 = 1)




???????????????????? (Y ) ??????????????????
???Montgomery powering ladder ????????????????????????
? A.3?????? Square-multiply exponentiation ???????????????





?????Montgomery powering ladder?????RSA ?????????????
??????????????????????????????? 4????????
? A.4 ? RSA ???????????????????????? S, M ?????
????????????????????????????????????? (a)–(d)



















S: Squaring   M: Multiplication 
M1 S1 M0 S0 M0 S0 M1 S1 M0 S0






S0M1 S1 M0 S0 M0 S0 M1 S1 M0














? A.5 ??? A.4 ????????????? (a)–(d) ?????????????
????????????????????????3.3 ???????????????
???????????????????????????????????(a)? (ii)?
(b)? (iv)?(c)? (iv) ??? (d)? (v)??????????????????????
?????????????????????????????????? (b) ? (iii) ?
??????????????????????????????????? x(∈ {0, 1})
?????????????????EL(j) = (xxxxx)2 ??????????????




?????????????????? Data masking [28]?????????????
Data masking ????? M ??????? v ????????? Mˆ = vM mod N ?
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A.6 ???
?????????????????? Cˆ ???????????? (vE)−1 ?????
????? C ?????????????????????? 1 ? -1 ????????
?????????????????????????????1???????????
????????????????????????????????????????
?????????????????????????????? N ??????Φ(N )
???????????E ′ = E+kΦ(N )??????????????????????
??????????? [28]????Φ(N ) ???????????MkΦ(N ) ≡ 1(mod N)






Montgomery powering ladder ?? Square-multiply exponentiation ??????????
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